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1. Engineering	of	an	SoS	multi-	domain	facility	

2. Component-based	engineering	methodology	

3. Comparison	to	legacy	system	engineering
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Engineering	procedures
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Automation	engineering	work-flow

180 Paper G

• Can a system providing this functionality be put to further use as an Arrowhead
Core system?

Conceptually, the introduction of new automated systems in most domains, and espe-
cially in industrial applications, go through five steps from idea to operation, as illustrated
in Figure 1:

Figure 1: Five steps of an automation system engineering work-flow.

1. Conceptual application design: This step is comparatively informal and and
usually not technically specific but should outline the purpose and motivation for
the application. Typically it should answer the question “Why?” and provide
basic requirements to the design, given available resources and other constraints.

2. Functional design: This step will produce most of the overarching design doc-
uments. The results of this should be a detailed design of the mission critical
functionality and functional requirements for the support systems.

3. Procurement and Engineering: These two activities are often performed in
parallel, and will a↵ect each other. Certain requirements and design decisions may
limit procurement to a single option, that will a↵ect engineering. Subsequently,
engineering decisions may pose additional requirements on procurement of other
parts or subsystems.

4. Deployment and Commissioning: As all equipment is purchased, configured
for the application, and delivered to the site of operation, a process of deployment
and integration of all systems begin. When systems have been connected a series
of integration tests and commissioning starts, after which the full, interconnected
system-of-systems is ready for operation by the end user.

5. Operation: When the operational phase starts, the full system-of-systems should
perform at the requested level without any need for further engineering. However,
in most scenarios there are minor details that were not foreseen during the design
phases and must be adjusted. Similarly, external factors, such as markets or regu-
lation, are likely to change during the operation of a large system. All of these may
require updates to design and engineering, including documentation and data.
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Workflow
1. Conceptual	application	design:	This	step	is	comparatively	informal	

and	and	usually	not	technically	specific	but	should	outline	the	
purpose	and	motivation	for	the	application.	Typically	it	should	
answer	the	question	“Why?”	and	provide	basic	requirements	to	the	
design,	given	available	resources	and	other	constraints.		

2. Functional	design:	This	step	will	produce	most	of	the	overarching	
design	documents.	The	results	of	this	should	be	a	detailed	design	of	
the	mission	critical	functionality	and	functional	requirements	for	the	
support	systems.	
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Workflow
3. Procurement	and	Engineering:	These	two	activities	are	often	

performed	in	parallel,	and	will	affect	each	other.	Certain	
requirements	and	design	decisions	may	limit	procurement	to	a	
single	option,	that	will	affect	engineering.	Subsequently,	engineering	
decisions	may	pose	additional	requirements	on	procurement	of	
other	parts	or	subsystems.		

4. Deployment	and	Commissioning:	As	all	equipment	is	purchased,	
configured	for	the	application,	and	delivered	to	the	site	of	operation,	
a	process	of	deployment	and	integration	of	all	systems	begin.	When	
systems	have	been	connected	a	series	of	integration	tests	and	
commissioning	starts,	after	which	the	full,	interconnected	system-of-
systems	is	ready	for	operation	by	the	end	user.	
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Workflow
5. Operation:	When	the	operational	phase	starts,	the	full	system-of-

systems	should	perform	at	the	requested	level	without	any	need	for	
further	engineering.	However,	in	most	scenarios	there	are	minor	
details	that	were	not	foreseen	during	the	design	phases	and	must	be	
adjusted.	Similarly,	external	factors,	such	as	markets	or	regulation,	
are	likely	to	change	during	the	operation	of	a	large	system.	All	of	
these	may	require	updates	to	design	and	engineering,	including	
documentation	and	data.	 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Workflow
Conceptual	application	design:		

No	difference	to	legacy	engineering	
Functional	design:		

IoT	SoS	properties	not	captured	by	legacy	tools	are:	

Late	binding	of	interactions	for:	

Piping	and	Instrumentation	Diagram	(P&ID)	

Functional	design	description	
Object	list	

Technical	requirements		

Procurement	and	Engineering:	

Devices	and	Systems	need	to	be	captured	as	traditional	building	
blocks	
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Workflow
Procurement	and	Engineering:	

Devices	and	Systems	need	to	be	captured	as	traditional	building	
blocks	

Deployment	and	Commissioning:	

Simplification	regarding	verification	of	installation	and	
configuration	of	installed	IoT’s	

Operation:	

No	difference	to	legacy	systems	
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Qualitative	comparison
In	general,	the	present	engineering	work-flow	appears	to	promote	and	

support	the	expected	flexibility	of	IoT-based	automation	systems,		

Systematic	management	of	service	interactions	and	system	
configurations.		

IoT-automation	engineering	work-flow,	based	on	the	Arrowhead	
Framework,	significantly	decreases	the	effort	for	certain	phases	of	
the	engineering	work,	without	significant	increases	in	any	other	
phases.		
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Status	and	comparison	to	legacy	tools
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Engineering	of	automation	systems
Product	design		

Manufacturing	recipe	(MES	tools)	

Part	supply		

Production	infrastructure	
Communication	topology	(Eplan-98,	ElproCAD)	

Process	design	(ProDesign)	

Equipment	location	(AutoCAD,	Solidworks)	

Equipment	capability/configuration	(Codesys,	Step7,	Control	
Builder)
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System	of	Systems	services	management	
Arrowhead	Framework	SoTA
PlantDescription	system	
Configuration	system	

Authorisation	system	

Orchestration	system	
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System	tools	
Arrowhead	Framework	SoTA
MMI-Orchestration	
MMI-Authorisation	

Management	tool	

TestTool
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Can	we	build	Arrowhead	automation	
systems	today?	
Robust	communication	
IoT	sensors,	actuators,	PLC:s,	etc.	

DCS	and	SCADA	functionality	

MES	and	ERP	functionality	

Cloud	integration	technology	

Engineering	tools	cloud	automation		
Test	tools	and	simulators	

Migration	to	cloud	automation	

Suitable	security	

➡Products	on	the	market	
➡Some	products	on	the	market	

➡First	products	on	the	market	

➡First	product	on	the	market	

➡Some	products	on	the	market	
➡Demonstrated	in	industrial	env.	
➡First	products	on	the	market	

➡Demonstrated	in	industrial	env.	

➡Some	products	on	the	market
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System	of	Systems	tool	gap

Arrowhead	
Framework

Design	tool	
interoperabi

lity

Legacy	
tools

SoS	
engineering	

Tools

Automation	
System	of	Systems	

enabled	by	
Arrowhead	Framework

The	GAP


